Common Terms

Action Plans: specific plans designed to be used during the response to a threat or incident. Action plans should be easy to use and contain forms, flow charts, and simple instructions to support staff in the field or decision officials during management of a crisis.

Chain of Command: a clear and definitive structure of authority.

‘Confirmed’: a stage in the threat evaluation process in which there is definitive evidence and information to establish that an incident or major event has occurred.

‘Credible’: a stage in the threat evaluation process in which there is information to corroborate a threat.

Drinking Water Primacy Agency: the agency that has primary enforcement responsibility for national drinking water regulations, namely those promulgated under the Safe Drinking Water Act as amended. In Alaska, this is the Department of Environmental Conservation, Drinking Water Program

Emergency Response (ER) Lead: the pre-designated main point of contact and decision-maker for a PWS during a major event.

EPA – US Environmental Protection Agency

ERP – Emergency Response Plan
Gap Analysis: is a process of identifying program deficiencies and tasks to be completed. This results in a prioritized action item list or punch list of items to be accomplished.

Incident Command System: a standardized on-scene emergency management concept specifically designed to allow its user(s) to adopt an integrated organizational structure equal to the complexity and demands of single or multiple incidents, without being hindered by jurisdictional boundaries.

Local Emergency Planning Committee (LEPC): established by the Emergency Planning and Community Right-to-Know Act, LEPCs have the job of increasing community hazardous materials safety through public education, emergency planning, responder training, conducting exercises, and reviewing actual responses to releases.

MSDS – Material Safety Data Sheet
Multiple Barriers: consist of multiple layers of protection from threats. The best security approach builds in redundancy, particularly to protect critical system functions or components. 

Notification: the process of communicating information to interested parties.

Personal Protective Equipment (PPE): equipment and supplies designed to protect employees from serious injuries or illnesses resulting from contact with chemical, radiological, biological, or other hazards. PPE includes face shields, safety glasses, goggles, laboratory coats, gloves, and respirators.

‘Possible’: a stage in the threat evaluation process in which available information indicates there is an opportunity for an incident (i.e., the threat is possible).

Security Breach: an unauthorized intrusion into a secured facility that may be discovered through direct observation, an alarm trigger, or signs of intrusion (e.g., cut locks, open doors, cut fences). A security breach is a type of threat warning.

Single Point of Failure: a system component, which if compromised, would cause a significant undesirable event to occur. An example of a single point of failure is a small system that has just a single well and pump. If this well were to be contaminated, the system would be left without a source.

Site Characterization: the process of collecting information from an investigation site associated with a suspected contamination event. This includes suspected site of contaminant introduction as well as other locations if contaminant has spread. Site characterization includes: Site evaluation; Field safety screening; Rapid field testing of water; and Sample collection.

Spokesperson: the individual responsible for interfacing with the public and media or with other agencies requiring information directly from the incident. Under the ICS, there is only one spokesperson per incident.

Technical Assistance Provider: any organization or individual that provides assistance to drinking water utilities in meeting their mission to provide an adequate and safe supply of water to their customers.

Threat: an indication of possible violence, harm, or danger.

Threat Evaluation: part of the threat management process in which all available and relevant information about the threat is evaluated to determine if the threat is ‘possible’ or ‘credible’, or if an incident has been ‘confirmed.’ This is an iterative process in which the threat evaluation is revised as additional information becomes available. The conclusions from the threat evaluation are considered when making response decisions.

Threat Warning: an occurrence or discovery that indicates a threat of a malevolent act and triggers an evaluation of the threat.

Vulnerability Assessment (VA): a systematic process for evaluating the susceptibility of critical facilities to potential threats and identifying corrective actions that can reduce or mitigate the risk of serious consequences associated with these threats.

