Threat Evaluation Plan
For
Water System Contamination or Unusual Water Quality
Threat Warning Stage

	
	Information and Evaluation
	Notifications
	Response Actions

	Threat Warning Received
	· Record and document all information pertaining to the threat warning on threat evaluation form
	· Notify ER Lead or Alternate ER Lead
	· Do not disturb site if the threat warning could be a possible crime scene 

· Return to normal operations if no further action is required (i.e., the threat warning can be explained)


Begin the “Threat Decision Process” if the threat warning cannot be explained

Threat Decision Process Stage
	
	Information and Evaluation
	Notifications
	Response Actions

	Is the Threat Possible?

(Stage 1)
	· Unusual water quality data. Baseline water quality data. Real time water quality data. Operational information corresponding to the time of the unusual water quality. 
· Is the unusual water quality significantly different from an established baseline? Could operational changes be the cause? Could changes in source water quality be the cause? Are there similar results at other monitoring locations?
· Evaluate threat warning and make decisions in consultation with State Drinking Water Primacy Agency and local law enforcement
	· Notify local law enforcement agencies
· Notify ADEC Drinking Water Program

· Other internal notifications within the utility

	· Isolate affected area 
· Initiate site characterization 
· Begin analysis of available water quality data. 
· Investigate unusual consumer complaints. Initiate basic precautionary measures:

1 Alert staff and personnel about threat warning

2 Heighten security at critical facilities

3 Prepare additional notification lists if the situation escalates to the “Is the Threat Credible?” stage


If threat is not possible, return to normal operations. Otherwise, proceed to “Is the Threat Credible” stage and initiate Site Characterization.

	
	Information and Evaluation
	Notifications
	Response Actions

	Is the Threat Credible?

(Stage 2)
	· Visually inspect physical evidence and determine whether there is a change in normal system operating parameters (i.e., chlorine residuals, turbidity, odor, color, pH, etc.)

· Conduct actions and testing recommended by monitoring and sampling experts
· Review previous threat warnings triggered by water quality. Reports of consumer complaints. Do site characterization results reveal signs of contamination? 
· Is this unusual data substantial different from other water quality episodes? Is the unusual data indicative of a specific contaminant? 
· Are the unusual water quality clustered in a specific area? Are there any unusual consumer complaints in the area?
	· Activate notification and personnel safety portions of ERP including ADEC, State/local public health agency and FBI if not already notified
	· Estimate affected area and isolate if possible. 
· Implement appropriate public health protection measures 
· Plan for alternate water supply 
· Analyze samples 
· Continue site characterization at primary site
· Perform site characterization at additional investigation sites. 


If threat is not credible, return to normal operations. Otherwise, proceed to “Has the Threat Been Confirmed” stage and continue Site Characterization.


	
	Information and Evaluation
	Notifications
	Response Actions

	Has the Incident Been Confirmed?

(Stage 3)
	· Results of sample analysis, contaminant information, site characterization at other investigation sites 
· Input from primacy agency and public health agency
· Were unusual contaminants detected during analysis? Do they pose a risk to the public? Do site characterization results reveal signs of contamination? 
· Is contamination indicated by a “preponderance of evidence?”
	· Initiate full ERP activation

· Follow State Incident Command System

· Deploy damage assessment team 
· Emergency response agencies 
· National Response Center 
· Other state and federal assistance providers
	· Revise public health protection measures as necessary 
· Coordinate alternative water supply, or consider alternate (interim) treatment schemes

· Isolate portion of system or backflush

· Shut down system if obvious or confirmed contamination Continue sampling and water monitoring

· Assess need to remediate storage tanks, filters, sediment basins, solids handling, etc.


